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Key Updates
 
Recent Judgements
 
Supreme Court to decide whether
unauthorized collection of data without the
knowledge and permission of users is
violation of Right to Privacy
 
 
The Supreme court, upon hearing the
counsel on the matter of Right to Privacy
concerning unauthorized data collection by
Microsoft, on 11th May, 2018 made the order
that such matter shall be decided after the
the judgement in the Adhaar Case, i.e.,
Justice K S Puttaswamy V Union of India.
The petition was filed by Vinit Goenka, a
businessman, on 1st May, 2018 alleging
Microsoft of indulging in unauthorized
collection of data without the knowledge and
permission of users leading to violation of
Right to Privacy, after he received unsolicited
emails from third parties and noticed that
Microsoft had accessed sensitive business
information without consent and had leaked the same. It was further alleged that it poses a threat to the
national security as many government agencies use Microsoft Software, and as a result, Microsoft has
access to the country’s data and the same is stored in a foreign location. It was contended by the
petitioner that the fundamental right of privacy is available against non-state actors, and in view of the
growing power of social media and software giants, the ambit of the right should be expanded.
 
 
Removal of online content by the third parties after the order passed by the adjudicatory body 

  
Under S.79 of the Information Technology Act, 2000 any content online can be removed after an order is
passed by an adjudicatory body to remove the content. Hence, in a recent case between Patanjali and
Facebook and other likewise companies such as Google and Youtube, where there was a video in Tamil
language disparaging of the atta sold and manufactured by Patanjali, it was contended by Patanjali that it
told these companies about the contents of video available on their platform and asked them to block it
but the said companies did not do it, the Delhi High Court passed an order to remove the content. The
content was removed.

 
Policy Updates
 
 
Data Protection in India 

  
Data Protection Bill, 2017, which is pending for approval in the Parliament, was drafted on the bases of
the recommendations made by a Committee of Experts constituted by the Government of India under the
Chairmanship of former Supreme Court Justice Shri B N Srikrishna to study various issues relating to
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data protection in India and to make specific suggestions on the principles for data protection in India.
The Data Protection Bill defines the seven principles for data protection framework in India:

  
i. Technology agnosticism - The law must be technology agnostic. It must be flexible to take into
account changing technologies and standards of compliance.

  
ii. Holistic application - The law must apply to both private sector entities and government. Differential
obligations may be carved out in the law for certain legitimate state aims.

  
iii. Informed consent - Consent is an expression of human autonomy. For such expression to be
genuine, it must be informed and meaningful. The law must ensure that consent meets the
aforementioned criteria.

  
iv. Data minimization - Data that is processed ought to be minimal and necessary for the purposes for
which such data is sought and other compatible purposes beneficial for the data subject.

  
v. Controller accountability - The data controller shall be held accountable for any processing of data,
whether by itself or entities with which it may have shared the data for processing.

  
vi. Structured enforcement - Enforcement of the data protection framework must be by a high-powered
statutory authority with sufficient capacity. This must coexist with appropriately decentralized
enforcement mechanisms.

  
vii. Deterrent penalties - Penalties on wrongful processing must be adequate to ensure deterrence.
 
General Data Protection Regulation (GDPR) 

  
The GDPR came into effect in European Union (EU) from 25th May 2018. It has replaced the previous
European Union Directive i.e. Data Protection Directive, which regulated the processing of personal data
within the European Union. It mainly protects the personal data of citizens and residents of EU so that
the personal data is not available publicly without explicit, informed consent, and cannot be used to
identify a subject without additional information stored separately. The Companies that do not fall within
the territory of EU may also have to follow the rules if they are controllers or processors of personal data
of citizens of EU. Penalties can be levied for breach of GDPR which is different for different types of
breach. Accordingly, the request for the said consent must be given in an intelligible and easily
accessible form and the purpose for data processing should also be disclosed under the regulation. Any
data breach is to be notified to the Union if the breach may cause risk to the rights and freedom of the
individuals. The individuals are entitled to have the data controller erase their data. The GDPR also
provides for the appointment of Data Protection Officer (DPO) whose core activities consist of processing
operations which require regular and systematic monitoring of data subjects on a large scale or of special
categories of data or data relating to criminal convictions and offences.
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